A Business Guide for Protecting
Personal Information
BY SANDY GLOVER
any businesses ﬁnd it necessary to keep
personal information about their clients
which can include name, Social Security
number, credit card or bank card numbers,
address,etc. Keeping client's personal information is
necessary for the business to ﬁll orders, send invoices
or any number reasons however, if this information
is compromised or stolen, it can lead to your client's
falling victim of identity theft or fraud and your losing
your creditability thus business. How can you protect
this information that you have been trusted with, and
your own? The answer is a sound security plan:
Keep the information you need for your
business. If you don't need the clients date
of birth, black it out.
Secure the information. Keep ﬁles in a locked
safe or secure your hard drive when the
business is closed.

Don't leave ﬁles in the view of the public.
Install a alarm system and, if possible, closed
circuit cameras. Know what goes on in your
business when you are not there.
Have a very thorough background screening
program in place, the best is with a
consumer reporting agency or a private
investigation agency who specialize in
background screening.
Have a document management program, this
includes a shredder-once you no longer need
the document, destroy it in a shredder.
Consider having employees signing a
conﬁdentially clause agreeing to keep any and
all information strictly conﬁdential. This
includes sharing or posting pass words.
Use strong pass words and change frequently.

Personal data security begins with knowing what
information you have and who has access to it.
Reviewing how the information ﬂows through your
business, who has, or could have access to it is very
good place to start. This can be
accomplished by

law to truncate the electronically printed credit or
debit card receipts you give your customers. It is a
good idea to check the default settings on your
software that reads customers credit card numbers or
processes the transaction. If it is preset to keep the
information permanently change the settings to make
sure your are not keeping the information longer than
you need. It is your responsibility to understand the
vulnerabilities of your computer system. If you are
not an IT expert, thoroughly screen IT companies and
hire the best ﬁt for your company.
If your employees use laptops computer, restrict the
use of laptops to only those employees who need
them to perform their jobs; required laptops be
stored in a secure place-under lock and key when not
in use. Determine which employee really needs
personal or sensitive information stored in their
laptop. If they don't, delete it with a "wiping"
program.
Information can all so be protected by requiring the
use of a smart card: thumb print or other biometric,
as well as a password to access your computer
system.
While we are on the subject, you might what to check
on the companies that have YOUR information or that
of your company to protect yourself.

an inventory of computer, laptops, mobile devices,
ﬂash drives, disk and any other equipment you have
that stores sensitive data. Once the inventory is
complete, you may have an idea how you can
eﬀectually scale down who knows what; the fewer
people who have access to client's personal
information, the better.
If your business does not have a legitimate need for
storing sensitive personal information, don't keep or
collect it.
The laws says Social Security numbers can only be
used for lawful purposes, and you may be required by

When a customer or client trusts their personal
information to you, obviously you have a
responsibility to take every step necessary to protect
it. Additional resources in this subject are:
Federal Trace Commission (FTC) at
http://www.ftc.gov.
National Institute of Standards and Technology
(NIST) at www.csrc.nist.gov
SysAdmin, Audit, Network, Security) Institute
at www.sans.org/top-cyber-security-risks
National Small Business Ombudsman
www.sba.gov/ombudsman.
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